
Identity & Compliance



2Partners Trust Everest

Full Compliance and Payment Platform

Serving financial institutions globally



Services for Exchanges
•  Compliance —> ensure FATF, 5MLD and GDPR

•  ID verification + eKYC/AML
•  On-boarding via web or mobile
•  Transaction tracking on all sender & receivers 
•   Auto-reporting
•  Travel Rule enforcement
•  Investigation modules
•  Pre-configured and programmable CDD and EDD

•  Fiat on-ramps
•  Offer cross-border payments globally; fiat off-ramps

•  Easy with cost-savings
•  Account recovery via biometrics
•  Integrate multiple wallets



On-boarding + eKYC + account setup
Easy, secure on-boarding for access to any service

Liveness, photo

TAKE PHOTO

Capture Face

Register with mobile 
app or web

Create account with 
biometrics + PIN       

& KYC/AML

Match live user with 
photo on ID  doc

SIGN IN

CREATE 
ACCOUNT

Identity verification

Select a 
document

Passport

Driver’s License

National Identity Card

Residence Permit Card

You will take a picture 
of it

Watch 
lists

Cost-effective eKYC/AML and on-boarding

• Identity Verification (User or Corp; 
biometric, eKYC)

• KYC/AML/sanctions
• Integrated compliance
• Documents + online portal
• Accessible with or without a device

My Wallet

My Identity

                     

                       

KYC Docs

                        

Exchange Wallet 
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Multi-wallet + account recovery
• Account recovery via biometrics

• Pull in multiple wallets - all tied to KYCed identity 

• Exchange Hot Wallet

• MEW

• BTC

• EverWallet: 

(remittances & loans)
St

Recover 

Center the 
finger

TAKE PHOTO

Fingerprint

St

Recover 

TAKE PHOTO

Facial

+

Never lose access to an account.  Reduce support costs.  Always compliant.
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eKYC/AML + Compliance + Wallet Platform
Registered FI in EU with Anti-Money Laundering Officer on-staff

Account/wallet:
•Account/wallet for each user; Family account
•ALL wallets are auto-screened for AML, watch lists, etc.

Compliance:
•Financial Transaction Tracking Platform
•Automatic reporting

eKYC:
•190 countries 
•over 4,000 identity documents
•Biometrics + Govt. ID + 3rd party attestations
•Single-sign-on
•AML, CFT, PEP, watchlist checks from over 500 sources

SIGN IN

CREATE ACCOUNT
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Everest Bridge: FATF compliance + Exchange network

Ethereum

Mainnet

Every time a user sends to an address not in 
Exchange’s User Directory, Everest will (a) 
ensure the transaction goes to KYCed wallet 
owner, and (b) track transaction for compliance.

1) Send ETH 
to friend

Non-KYCed 
Wallet Owner

EVEREST BridgeEXCHANGE

2) Lookup KYC 
status of address 

or Name

KYCed Wallet 
Owner

Identity & KYC 
status

3) If KYCed 
wallet, then 

release funds


If NOT KYCed 
wallet, then offer 
KYC service……

then release 
funds

Tracks all Sender, 
Receiver & 

Transaction data 

Enforces KYC 
before sending 

KYCs recipients 
who aren’t 
registered  

Releases funds 
once KYC is 

verified 

ENS lookup for 
easy sending 

- Hot Wallet

- Everest Wallet

EXCHANGE

- Hot Wallet

- Everest Wallet

Send to 3rd party wallets compliantly.  Earn more revenue.
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Admin Portal for Continuous Compliance
Real-time view of all transactions, senders, receivers, compliance



Admin Console  |  User/Agent Profile & Transactions

Admin Console

Agent or User Profile



Admin Console  |  Details of KYC on User



CONSIDER ! CONSIDER !

Admin Console  |  User/Agent Profile & Transactions

The Agent is informed of delay

The Admin sees the Alert and clicks on Info

Reviews the concerning issue flagged by systemOpens and reviews the individual’s information

CONSIDER !

CLEAR

Clicks on Consider button and Clear.



Configurable risk-based CDD
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Step 1 - Conduct CDD on the individual
Step 2 - Record the jurisdiction set for this transaction
Step 3 - Calculate a Risk Rating for this transaction
Step 4 - Based upon Risk Rating, does this transaction require EDD

Step 5 - if EDD not required, complete the transaction

• Full identification of customer, including source of funds and wealth 
• Transaction and activity profiles 
• Definition and acceptance of customer, products and services 
• Grading of risks 
• Account and transaction monitoring 
• Investigation/examination of unusual customer or account activity 
• Documentation of findings

Customize or import existing rules, thresholds, triggers

Configurable rules and parameters



CDD with Everest
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Verified user or entity

Automated on-going compliance, 
monitoring & reporting

APIBehavior
Data  

Sources

Calculated risk of transaction, screen 
AML  & CFT, then if necessary PEP, 

Watchlists, Sanctions Lists etc.

v1.93

Low Risk
546
List

Data maintained in cloud or in-
country (on-prem)

In-Country
ID Storage

SuperNode

IDChain

ID Storage
(Identity Diagram)

+
EverChain

Smart-Contracts

API

STRs filed daily 
automatically  

recorded at time 
of incident

All transaction 
reports available 
in a few minutes



Enhanced Due Diligence
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EDD is recommended when customers identified 
through the customer risk rating process as 
presenting higher risk money laundering and/or 
terrorist financing attributes. 

Everest enables more robust due diligence processes including: 

• Negative news and media searches

• PEP assessment

• Additional documentation gathering

• Source of funds evidence

• Source of wealth evidence

• Higher frequency of periodic review on customer information and activity

• Due diligence on controlling persons or related parties (e.g. lower 

threshold on definition of controlling parties)

• Required review by Partner Compliance Officer — and Sign-off by senior 

management on the reviewed activity


IDChain

ID Storage

Smart-  
Contracts

EverChain

API

Admin Console

EDD includes additional info.  Reviewed and recorded by Compliance.



See Transaction History, Alerts
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Admin 
 can see: 

–– all user’s deposits 
–– withdrawals 
–– history 
–– transfers 
–– etc.

City of Dreams

INPUT TRANSACTION

Today’s Turnover

Today’s Win:  6,000 Last 7 Days:  10,000 Win Last 7 Days: 000

Enter

24,741 PHP

24,741 PHP

24,741 PHP

24,741 PHP

Cash-In

Cash-In

Cash-In

Cash-In

CoD

CoD

CoD

CoD

Deposit / Withdrawal Forex Buy / Sell Chips Sales Cash-In 

Enter Cash Amount:

PHP  .

Currency:

Today:  98,964

ALERT!



Admin Portal  |  Transaction History
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Admin opens Alert flagged transaction Inspects transaction details in Admin Console Inspects transactor details in Admin Console 

Transactions:

Agent — Client relationship is suspect as all transaction from same agent
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Admin inspects transactor’s 
 transaction history 

Inspects agent service during transactions and  
 correlates agent service across transactions

Inspects agent and Suspends their capabilities in 
 real time to further inspect their behavior

SUSPEND 

Agent — Client relationship is suspect as all transaction from same agent

Admin Portal  |  Transaction History
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Inspects transactor transaction history Agent fills out the SMR right then, and continues with their day.

AML Scenario: user attempts to cash-out, gets frustrated and leaves

Agent needs to file a Suspicious Matter Report (SMR) without spending a lot of time

INPUT TRANSACTION

Today’s Turnover

Today’s Win:  6,000 Last 7 Days:  10,000 Win Last 7 Days: 000

Enter

24,741 PHP

24,741 PHP

24,741 PHP

24,741 PHP

Cash-In

Cash-In

Cash-In

Cash-In

CoD

CoD

CoD

CoD

Deposit / Withdrawal Forex Buy / Sell Chips Sales Cash-In 

Enter Cash Amount:

PHP  .

Currency:

City of Dreams

Today:  98,964

EnterALERT!

ALERT!

INPUT TRANSACTION

Suspicious Matter Report

Enter

City of Dreams

Enter

Describe the incident:

Transaction Size:

PHP  .

Currency:

Additional Witness:

Additional Witness:

Admin Portal  |  Suspicious Matter Report
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The Administrator using the 
reporting interface in the Admin 
Console is able to run queries 

against the transactions on the 
system. 

Query by: 
–– Agent 

–– Sender ( Cash-In customer) 
–– (Receiver (Cash-Out customer)  

–– Amount or Amount Range 
–– Date or Date Range 

–– Any other query

AML Scenario: administrator wants to review any near-threshold transactions

Admin wants to review the monthly transactions quickly for those that fit certain parameters.

Apply

Admin Portal  |  Investigation Module



Sample List of Identity and Transaction data

Admin Console

User Identity Data:
User name (First Name, Last Name)
Address
Place of birth
Date of birth
Gender
Photograph of ID card
ID card verification (source, date)
Occupation and Employer 
Other data (pull in from web, credit bureaus, KYC)

Receiver Identity Data:
User name (First Name, Last Name)
Address
Place of birth
Date of birth
Gender
Photograph of ID card
ID card verification (source, date)
Org & agent that registered User 
Other data 

Transaction Data:
Transaction timestamp (GMT date and time)
Origin MTO  (Agent Company)
Origin MTO Agent (Human Agent of company)
Destination MTO (Agent Company #2) 
Destination MTO Agent EverID (Human Agent of company #2)
Transaction amount (in origination currency)
Source of Funds (from Sender)
Remittance Purpose (from pick list)
Sender AML/CTF/PEP lookup and results
Receiver AML/CTF/PEP lookup and results
Origination currency
Origination currency amount
Originating bank & account (from Origin MTO Org EverID)
Destination currency
Destination currency amount 
Destination bank account / funding source (from Destination MTO Org 

EverID)
Fees paid (currency and amount) 
Exchange rate used for transaction
Pickup location (from Destination MTO Org EverID) and timeframe

All data in any transaction for automated compliance



Automatic Reporting in real-time

Transactions are filed with appropriate regulatory body automatically with receipt



Automated Financial Transaction Tracking Reports 

22

Report Type Jurisdiction Specific Report 
(Australia Example)

International Financial 
Transaction Report IFTI-DRA-1-2.xsd

Over Threshold Report TTR-MSB-2-0.xsd

Suspicious Matter Report SMR-2-0.xsd

Suspicious Transaction 
Report SMR-2-0.xsd

Sanctions List Assistance Referral_Form_to_AFP.doc

Reporting:  
each jurisdiction has a different set of requirements for reporting and conform to five common types listed below

Data input into reports are cryptographically signed.  No human tampering.



Thank You

https://youtu.be/VEju2Md3u-c

https://youtu.be/VEju2Md3u-c
https://youtu.be/VEju2Md3u-c

